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Research Work for Doctor of Science (D.Sc.) Degree

Digital Forensics or Cyber Forensics
My Contribution

When I entered in the field of Computers, the first surprise was “Virus”.
| had devoted lot of time to study the intricacies of this field. Later on |
found that the Big Brother of Virus is Cyber Threats and attracted
towards this multidisciplinary challenging subject. | have done lot of
research work in the field of Digital Forensics or Cyber Forensics.

It includes Forensics of Computer, Mobile, Database, Device, Network,
Multimedia (audio, video and image), Cloud, Internet, Application, Data
Visualization, P2P, Operating System, Disk, GPS, MANET & VANET,
Data Mining Techniques, Email, Live Memory Forensics, etc.

It involves most of the fields of Computer Science like Computer
Networks, VOIP, Web Technology, DBMS, Data Mining, Image
Processing, Computer Graphics, Pattern Recognition, Computer Vision,
Data Visualization, Statistical Pattern Recognition, Signal Processing,
Artificial Intelligence, Expert Systems, Data Mining, Natural Language
Processing, Artificial Neural Network, Soft Computing, Machine
Learning, DSS, Operating Systems, Cryptography, Steganography,
GPS,, Fuzzy Logic, Digital Right Management etc.

Today, iz’s the most challenging and innovative subject of National
Interest.
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1. PhD Awarded / Guided

SN PhD Scholars Title of Thesis Awarded or Thesis
Submitted

1. | Dr. Syed Rizwan Ahmed, Vice President | “Design and Analysis of Efficient | Awarded on 30 Oct
of Technology, delaPlex Software IDC | Forensics Framework for  Mobile | 2016 by RTM
(www.delaplex.com), Atlanta, GA, USA | Devices” Nagpur University
(India Development Center, Nagpur)

2. | Dr. Anil Warbhe, Assistant Professor, | "Implementation of Improved Forgery | Awarded on 13 Feb

MIET, Gondia Detection Methods for Image | 2017 by SGB
Authentication in  Digital  Image | Amravati University
Forensics™,
3. | S. M. Nirkhi, Assistant Professor, | “Analysis and Design of Data Mining | Awarded on 7 Sept
RKNEC, Nagpur Techniques for Digital Forensics” 2017 by RTM

Nagpur University

PhD Guiding: (4)

4. | Mr. Nishikant  Khaire, Associate | “Analysis and Design of Efficient
Professor and Head, Deptt. of | Techniques Using Data  Mining,
Information Technology, Datta Meghe | Visualization and Soft Computing for

College of Engineering, Mumbai Network Forensics”
5. | Ms. Sulabha Vilas Patil, Abha Gaikwad | “Analysis and Design of the Digital
Patil College of Engineering, Nagpur Forensics  Techniques for  Cloud
Computing”

6. | Ms. Bhagyashree Gadekar, PICT, Nagpur | “A Scheme for Event Based Digital
Forensics in Vehicular Ad-hoc Networks

(VANET)”
7. | Mr. Manish Bhagwani, CIT, | “Designing Digital Forensics Framework
Rajnandgoan for Compromised Databases”

2. Guided MTech or MPhil Thesis

| have guided few MTech projects on this topic.

e Mr. Syed Rizwan Ahmed, “MFL3G: Mobile Forensics Library for digital analysis and
reporting of mobile devices for collecting digital evidence”

e Ms. Nivedita S. Naidu, “An Effective Approach to Network Intrusion Detection System using
Genetic Algorithm”, (Guided for one year i.e. till 13 March 2011)

e Ms. Sulbha S. Deshpande, “Mining User Groups based on GSM Mobile Data Logs” (Guided
for one year i.e. till 13 March 2011)

e Ms. Veena K. Katankar, “Implementation of Web Service on SMS Gateway for Security
Enhancement”

e Mr. Akshay Zadgaonkar, “P2P and Digital Forensics”, (Guided for one year i.e. till 13 March
2011)

e Kushbu Thakkar, “Text Categorization for Digital Forensic”

e Ashwini D. Gawande, “Analysis And Study Of Cyber Crime, Cyber Laws In Making More
Effective Cyber Security”, (M.Phil. Thesis)

e Prafull S. Mankar, “Some Improvements for Computer Password Security”, (M.Phil. Thesis)



http://www.delaplex.com/
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3. Books

The 800 pages book Covers Multidisciplinary areas of Digital Forensics namely “Complexities of
Cyber or Digital Forensics”. (Releasing soon)

4. My Research Papers in the Field of Digital Forensics

| have published or presented total 367 research papers. The Digital Forensics related research
papers (total 120) are as follows:

e Journal: 67

e International Conference: 29

e National Conference: 24

4.1. International Journal Research Papers (67)

Rizwan Ahmed

1. Rizwan Ahmed, Dharaskar R. V., “Mobile Forensics: the roadblocks ahead, proposed solution using Protocol
Filtering and SIM programming”, International Journal of Computer Science & Applications (IJCSA), Vol.
2(2) pp. 109-116, 2009, ISSN: 0974-1003,
https://www.academia.edu/2388659/Mobile Forensics the roadblocks ahead proposed_solutions_using_Pr
otocol_Filtering_and_SIM_programming , Google Scholar Citation: 06

2. Rizwan Ahmed, Dr. R. V. Dharaskar, “Study of Mobile Botnets: An Analysis from the Perspective of Efficient
Generalized Forensics Framework for Mobile Devices”, National Conference on Innovative Paradigms in
Engineering & Technology (NCIPET-2012), Proceedings published by International Journal of Computer
Applications (IJCA), pp. 5-8, http://www.ijcaonline.org/proceedings/ncipet/numberl15/5302-1114
http://research.ijcaonline.org/ncipet/numberl5/ncipet1114.pdf , Google Scholar Citation: 11

3. Rizwan Ahmed, Dr. R. V. Dharaskar, “Study of Cryptographic Hashing: An Analysis from the Perspective of
Developing Efficient Generalized Forensics Framework for Mobile Devices”, International Journal of
Innovative Research in  Science and Techniques (IJIRST), WVol. 3(1), pp. 5-9, 2012,
https://www.researchgate.net/publication/306289601_STUDY_OF CRYPTOGRAPHIC HASHING AN_A
NALYSIS FROM_THE PERSPECTIVE OF DEVELOPING EFFICIENT GENERALIZED FORENSIC
S_FRAMEWORK FOR_THE MOBILE DEVICES
https://www.academia.edu/9466963/STUDY_OF CRYPTOGRAPHIC HASHING_AN_ANALYSIS FRO
M_THE_PERSPECTIVE_OF DEVELOPING EFFICIENT GENERALIZED_FORENSICS FRAMEWOR
K _FOR_THE MOBILE DEVICES , Google Scholar Citations: 01

4, Rizwan Ahmed, Dr. Rajiv V. Dharaskar, Dr. Vilas M. Thakare, “Digital evidence extraction and documentation
from mobile devices”, International Journal of Advanced Research in Computer and Communication

Engineering (IJARCCE), Vol. 2(1), 2013,
http://www.ijarcce.com/upload/january/25_Digital%20evidence%20extraction.pdf ~, Google  Scholar
Citation: 05

5. Rizwan Ahmed, Dr. Rajiv V. Dharaskar, Dr. Vilas M. Thakare, “Efficient Generalized Forensics Framework

for extraction and documentation of evidence from mobile devices”, International Journal of Enhanced
Research in  Management &  Computer Applications (IJERMCA), Vol. 2(1), 2013,
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.379.1497 &rep=repl&type=pdf , Google Scholar
Citation: 03

6. Rizwan Ahmed, Dr. Rajiv V. Dharaskar, Dr. Vilas M. Thakare, “Forensic Preservation of Digital Evidence on
Mobile Devices from the Perspective of Efficient Generalized Forensics Framework for Mobile Devices
(EGFFMD)”, International Journal of Advanced Research in Computer Science (IJARCS), Vol. 5(4), pp. 214-
218, 2014,
https://www.researchgate.net/publication/306290356_Forensic_Presevation_of Digital Evidence on_Mobile



https://www.academia.edu/2388659/Mobile_Forensics_the_roadblocks_ahead_proposed_solutions_using_Protocol_Filtering_and_SIM_programming
https://www.academia.edu/2388659/Mobile_Forensics_the_roadblocks_ahead_proposed_solutions_using_Protocol_Filtering_and_SIM_programming
http://www.ijcaonline.org/proceedings/ncipet/number15/5302-1114
http://research.ijcaonline.org/ncipet/number15/ncipet1114.pdf
https://www.researchgate.net/publication/306289601_STUDY_OF_CRYPTOGRAPHIC_HASHING_AN_ANALYSIS_FROM_THE_PERSPECTIVE_OF_DEVELOPING_EFFICIENT_GENERALIZED_FORENSICS_FRAMEWORK_FOR_THE_MOBILE_DEVICES
https://www.researchgate.net/publication/306289601_STUDY_OF_CRYPTOGRAPHIC_HASHING_AN_ANALYSIS_FROM_THE_PERSPECTIVE_OF_DEVELOPING_EFFICIENT_GENERALIZED_FORENSICS_FRAMEWORK_FOR_THE_MOBILE_DEVICES
https://www.researchgate.net/publication/306289601_STUDY_OF_CRYPTOGRAPHIC_HASHING_AN_ANALYSIS_FROM_THE_PERSPECTIVE_OF_DEVELOPING_EFFICIENT_GENERALIZED_FORENSICS_FRAMEWORK_FOR_THE_MOBILE_DEVICES
https://www.academia.edu/9466963/STUDY_OF_CRYPTOGRAPHIC_HASHING_AN_ANALYSIS_FROM_THE_PERSPECTIVE_OF_DEVELOPING_EFFICIENT_GENERALIZED_FORENSICS_FRAMEWORK_FOR_THE_MOBILE_DEVICES
https://www.academia.edu/9466963/STUDY_OF_CRYPTOGRAPHIC_HASHING_AN_ANALYSIS_FROM_THE_PERSPECTIVE_OF_DEVELOPING_EFFICIENT_GENERALIZED_FORENSICS_FRAMEWORK_FOR_THE_MOBILE_DEVICES
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Doctor of Science DSc Degree in Digital Forensics - Research Contribution by Dr. Rajiv Dharaskar

Devices_from_the Perspective of Efficient Generalized Forensics_Framework for Mobile Devices EG

FEMD , Google Scholar Citations:02

Nivedita Naidu

7. Nivedita Naidu, Dharaskar R V, “An Effective Approach to Network Intrusion Detection System using Genetic
Algorithm”, International Journal of Computer Applications (IJCA), Vol.(2), pp. 26-32, 2009,
DOI:10.5120/89-188,
https://www.researchgate.net/publication/43655910 An_Effective_Approach_to Network_Intrusion_Detecti
on_System_using_Genetic_Algorithm , Google Scholar Citation: 16

M. B. Chandak

8. Nisha Lalwani, M. B. Chandak, R. V. Dharaskar, “Split Personality Malware: A Security Threat”, National
Conference on Innovative Paradigms in Engineering & Technology (NCIPET-2012), Proceedings published
by International Journal of Computer Applications (NCA) pp. 23-26,
http://research.ijcaonline.org/ncipet/numberl4/ncipet1109.pdf , Google Scholar Citations: 2

U. S. Junghare

9. U. S. Junghare, Dr. V. M. Thakare, Dr. R. V. Dharaskar, Dr. S. S. Sherekar, “Analysis of Information
Visualization Techniques for Abstract Data on Mobile Devices”, International Journals of Computer Science
and Application (IJCSA), Vol. 4 (1), pp 31-38, April-May 2011, ISSN: 0974-1003,
http://www.researchpublications.org/[JCSA/issue8/2011-1JCSA-133.pdf

10. U. S. Junghare, Dr. V. M. Thakare, Dr. R. V. Dharaskar, Dr. S. S. Sherekar, “Technical Analysis of Remote
3D Visualization on Mobile Devices”, International Journal of Computer Science and Information Technology
(JCSIT), Vol. 3(6), pp 99-118, Dec 2011, ISSN-0975-4660, http://airccse.org/journal/jcsit/1211csit08.pdf
Google Scholar Citation: 02

11.  U.S. Junghare, Dr. V. M. Thakare, Dr. R. V. Dharaskar, “Review Based Comparative Study of Visualization
Techniques for Learning on Mobile Devices”, National Conference on Emerging Trends in Biological and
Information Sciences 2011 (NCETBIS-2011), Swami Vivekanand Mahavidyalaya, Udgir, Maharashtra, India,
pp. 185-189, 4-5 March 2011, Published in International Journal BIOINFO Optimization Theory and
Applications, Vol. 1 (1), pp 06-10, 15 Dec. 2011, EBSCO Publishing, USA,
https://bioinfopublication.org/files/articles/1 1 2 BOTA.pdf ,
http://www.academia.edu/3021086/Review_based comparative study of visualization_techniques for_lear
ning_on_mobile_devices , Google Scholar Citation: 05

12.  U. S. Junghare, Dr. V. M. Thakare, Dr. R. V. Dharaskar, “Mobile based Tools and Techniques for 3D
Visualization”, 2" National Conference on Information and Communication Technology (NCICT) 2011,
Proceedings published in International Journal of Computer Applications (IJCA), pp. 1-3, 2011,
http://research.ijcaonline.org/ncict/number2/ncict009.pdf

13.  U. S. Junghare, Dr. V. M. Thakare, Dr. R. V. Dharaskar, “Compression Techniques for remote Visualization
on Mobile Platforms”, National Conference on Innovative Paradigms in Engineering & Technology (NCIPET-
2012), Proceedings published by International Journal of Computer Applications (IJCA), pp. 32-35,
http://research.ijcaonline.org/ncipet/number10/ncipet1080.pdf , Google Scholar Citations: 1

14.  US.Junghare, V. M. Thakare, R. V. Dharaskar, “Novel 3D Visualization Techniques for Image Data on Mobile
Devices”, National Conference on Innovative Paradigms in Engineering & Technology NCIPET2013,
Proceedings published in International Journal of Computer Applications (1JCA), pp. 31-34, Feb 2013,
https://pdfs.semanticscholar.org/7ba3/8fdc4077eaf9a42d1e0d24d24c9370d51742.pdf ,
https://pdfs.semanticscholar.org/8719/69b6443fe719ae682547e0f140bd32a12b45.pdf

15. U. S. Junghare, V. M. Thakare, S. S. Sherekar, R. V. Dharaskar, “An Interactive Approach for Local and
Remote 3D Visualization on Mobile Devices”, Recent Trends in Computing (NCRTC), MPGI National Multi
Conference 2012 (MPGINMC-2012), 7-8 April 2012, Proceedings published by International Journal of
Computer Applications (NCA), pp. 28-32, 2012,
http://research.ijcaonline.org/ncrtc/numberl/mpginmc1007.pdf

16. Junghare, U. S.; Thakare, V. M.; Dharaskar, R. V, “Efficient And Effective 3d Visualization Techniques For
Rendering On Mobile Devices”, 2nd International Conference on Communication, Computation, Management
& Nanotechnology (ICN-2011), Bhalki, Karnataka, pp. 09-13, 23-25 Sept 2011, Selected paper published in
World Journal of Science & Technology (WJST), Vol. 1(12), pp. 84-88, 2011, ISSN 2231-2587,
http://connection.ebscohost.com/c/articles/79966274/efficient-effective-3d-visualization-techniques-
rendering-mobile-devices ,
https://www.academia.edu/3021093/Efficient_and_Effective 3D_Visualization_Techniques for Rendering
on_Mobile Devices
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http://airccse.org/journal/jcsit/1211csit08.pdf
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http://connection.ebscohost.com/c/articles/79966274/efficient-effective-3d-visualization-techniques-rendering-mobile-devices
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17.  Junghare, U. S.; Thakare, V. M.; Dharaskar, R. V, “Visualization of Huge Database In Forensic Process: An
Analytical Study”, International Conference on Recent Trends in Science & Technology ICRTST 2018, 23
March 2018, Aayushi International Interdisciplinary Research Journal (AlIRJ), Special Issue No. 25, pp. 2233-
2237, ISSN 2349-638x,
http://www.aiirjournal.com/uploads/Articles/1523171342INTERNATIONAL%20CONFERENCE%200N%
20RECENT%20TRENDS%20IN%20SCIENCE%20AND%20TECHNOLOGY %2022ND%20AND%2023
%20RD%20MARCH%202018%20(Part%201-%20L ife%20Science).pdf

Anil Warbhe

18.  Anil Dada Warbhe, R V Dharaskar, “Blind Method for Image Forgery Detection: A tool for Digital Image
Forensics”, National Conference on Innovative Paradigms in Engineering & Technology (NCIPET-2012),
Proceedings published by International Journal of Computer Applications (IJCA), pp. 37-40, 2012
http://research.ijcaonline.org/ncipet/numberl1/ncipet1088.pdf , Google Scholar Citation: 03

19.  Anil Dada Warbhe, RV Dharaskar, “Survey on Pixel and Format Based Image Forgery Detection Techniques”,
Recent Trends in Computing (NCRTC), MPGI National Multi Conference 2012 (MPGINMC-2012) 7-8 April,
2012, Proceedings published by International Journal of Computer Applications (IJCA), pp.18-22,
http://research.ijcaonline.org/ncrtc/number6/mpginmc1046.pdf

20.  Anil Dada Warbhe, R. V. Dharaskar, “An Active Approach based on Independent Component Analysis for
Digital Image Forensics”, International Journal of Computer Science and Information Technologies (IJCSIT),
Vol. 6 3) April 2015, pp. 2201-2203,
http://www.ijcsit. com/docsNqume%ZOG/voI6|ssue03/||CS|t2015060350 pdf , Google Scholar Citation: 02

21.  Anil Warbhe, R. V. Dharaskar, V. M. Thakare, “Block Based Image Forgery Detection Techniques”,
International Journal of Engineering Sciences & Research Technology (IJESRT), Vol. 4(8), August, 2015,
ISSN: 2277-9655, http://www.ijesrt.com/issues%20pdf%20file/Archives-2015/August-
2015/56_BLOCK%20BASED%20IMAGE%20FORGERY %20DETECTION%20TECHNIQUES.pdf ,
Google Scholar Citation: 07

22.  Anil Warbhe, R. V. Dharaskar, V. M. Thakare, “Digital Image Forensics Using Non-Linear Dimensionality
Reduction Technique”, International Journal of Advanced Computational Engineering and Networking
(NJACEN), ISSN: 2320-2106, Vol. 3(12), pp. 9-12, Dec 2015,
http://www.iraj.in/journal/journal_file/journal_pdf/3-207-14501798189-12.pdf

23.  Anil Warbhe, Dr. R. V. Dharaskar, Dr. V. M. Thakare, “A Scaling Robust Copy-Paste Tampering Detection
for Digital Image Forensics”, 7th International Conference on Communication, Computing and Virtualization
2016, Procedia Computer Science Journal by Elsevier , 79 (2016), pp. 458 — 465, ISSN 1877-0509,
http://ac.els-cdn.com/S1877050916001903/1-52.0-S1877050916001903-main.pdf?_tid=48a5f156-49d3-11e7-
a380-00000aab0f27&acdnat=1496655926 8c6h86aabcf6f67257be8bdcd8df00fc , Google Scholar Citation:
04, Scopus Citation: 4

24.  Anil Dada Warbhe, Rajiv V. Dharaskar, Vilas M. Thakare, “A Scale Invariant Digital Image Copy-Paste
Forgery Detection Approach Based on NCC”, International Conference on Communication, Computing and
Virtualization 2016, Published by International Journal of Computer Applications (IJCA), pp, 17-23,
http://research.ijcaonline.org/icccv2016/number2/icccv20178.pdf
https://pdfs.semanticscholar.org/87aa/9a017397e53c74fa37324d25fee0c730fafc.pdf ,
https://pdfs.semanticscholar.org/fd8a/0e3b23981869e978ed5adec6a80ba596ee0d.pdf

25.  Anil Warbhe, R. V. Dharaskar, V. M. Thakare, “A survey on Keypoint based methodologies for Copy-Move
Forgery Detection in Digital Images”, 1st International Conference on Information Security & Privacy, (ICISP
2015), GHRCE, Nagpur, 25-26 Nov 2015, Published by Procedia Computer Science Journal by Elsevier ,

Volume 78, 2016, Pages 61-67, ISSN 1877-05009,
https://www.sciencedirect.com/science/article/pii/S1877050916000132 https://ac.els-

cdn.com/S1877050916000132/1-s2.0-S1877050916000132-main.pdf?_tid= bce60d0d 89d6-405c-b98c-

c1727a6b20fb&acdnat=1522091389 11df83592180f95dd1ch547f9d0971a5, Google Scholar Citation: 10,
Scopus Citation: 5

26.  Anil Warbhe, R. V. Dharaskar, V. M. Thakare, “Computationally Efficient Digital Image Forensic Method for
Image Authentication”, 1st International Conference on Information Security & Privacy, (ICISP 2015),
GHRCE, Nagpur, 25-26 Nov 2015, Published at Procedia Computer Science by Elsevier , Volume 78, 2016,
pp. 464-470, ISSN 1877-0509, https://www.sciencedirect.com/science/article/pii/S1877050916000910 ,
Google Scholar Citation: 01, Scopus Citation: 1

Smita Nirkhi
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Forensic Investigation Using Data Mining”, National Conference on Innovative Paradigms in Engineering &
Technology (NCIPET-2013), International Journal of Applied Information Systems (1JAIS), ISSN : 2249-0868,
Foundation of Computer Science FCS, New York, USA,
http://research.ijais.org/ncipet/number3/ncipet1364.pdf , Google Scholar Citation: 02

Sobiya R. Khan, Smita M. Nirkhi, R. V. Dharaskar, “Author Identification for E-mail Forensic”, Recent Trends
in Computing (NCRTC), MPGI National Multi Conference 2012 (MPGINMC-2012) 7-8 April, 2012,
Proceedings published by International Journal of Computer Applications (IJCA), pp.29-32,
http://research.ijcaonline.org/ncrtc/number2/mpginmc1016.pdf , Google Scholar Citation: 08

Sobiya R. Khan, Smita M. Nirkhi, R. V. Dharaskar, “Mining E-mail for Cyber Forensic Investigation”,
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forensics Using Self-Organizing Maps”, National Conference on Innovative Paradigms in Engineering &
Technology (NCIPET-2013), International Journal of Computer Applications (IJCA), pp. 24-27,
http://www.ijcaonline.org/proceedings/ncipet2013/number2/14705-1331 ,
https://pdfs.semanticscholar.org/b2c3/e950a3ffh836512bc68f25285f6d17a74990.pdf
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http://www.ijetmas.com/admin/resources/project/paper/f201705011493627959.pdf
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